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Email Recovery – The Problem

• Missing vast amounts of e-mail evidence from unallocated 
clusters

• Scripts / Simple Carvers won’t work because of the structure 
(non-contiguous blocks)

• Outlook Express Base64 Attachments can’t be decoded from 
unallocated clusters (binary data contaminates structure)

• OE & AOL both use an index which is more than likely 
overwritten



Email Recovery – The Problem

• Lack of accurate documentation / complicated structures

• Some tools tested had flaws with email extraction

– Missing dates

– Misinterpretation of data

– Not recovering all data

– Some didn’t recover deleted data!!!

• Not designed with partial data recovery in mind



Traditional Binary Structure of OE DBX File

File Signature (4 Bytes)
– CF AD 12 FE  (0xFE12ADCF)

File Function Identifier (CLSID – 16 Bytes in standard format)
– {6F74FDC5-E366-11D1-9A4E-00C04FA309D4}
– CLSID for Message Store



OE DBX Index

Index contains summary, and
pointer to email data Header Block



Binary Structure of OE Email

OE Block Structure

• DATA BLOCK HEADER
– 16 Bytes

• DATA BLOCK
– Variable –
– Up to 512 Bytes

DBX 16 Byte Block Data Block Header

First Data Block

Up to 512 Bytes of Email Data



Typical DBX Email Structure

• 16 Byte Data Header
• Up to 512 Bytes of Data
• Not always contiguous
• Difficult to carve
• Non-standard header
• MIME format
• Attachments in Base64 for 

email
• Data split by 16 Byte Data 

Block!

EML / DBX Data Block
DBX 16 Byte Block Data Block Header

Third Data Block

Up to 512 Bytes of Email Data

DBX 16 Byte Block Data Block Header

Second Data Block

Up to 512 Bytes of Email Data

DBX 16 Byte Block Data Block Header

First Data Block

Up to 512 Bytes of Email Data



16 Byte Data Header Block

Data Block Header
4 x UInt32 Values (16 Bytes in total)

– Block1 - Offset of this Data Block Header in DBX File
– Block2 - Always 512 for live entries and 508 for deleted
– Block3 - Length of Data Block following this header
– Block4 - Offset of Next Data Block Header in DBX File

Current Offset Next OffsetData Block Length0x0200 or 0x01FC

DBX 16 Byte Block Data Block Header



Data Header Block Example

Block1 (Current Offset)
– 0x0000EAD4 = 60116

Block2 (Indicates whether deleted block or not)
– 0x00000200 = 512

Block3 (Length of Data Block)
– 0x00000200 = 512

Block4 (Next Offset)
– 0x0000ECE4 = 60644



Data Block

• From: “Microsoft Outlook Express…”
• 512 Bytes in Length



Deleted Email Message

What happens when a message is deleted?

• Data Header Block (16 Byte)
– Block2 & Block3 updated to show deleted

• Data Block (Up to 512 Bytes)
– First FOUR bytes overwritten
– UInt32 of previous data header block offset
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